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AlwaysOn Availability Groups Step �by �Step Setup Tutorials

In today’s mission �critical environments, database downtime can cost businesses millions of dollars in lost revenue,

damaged reputation, and regulatory fines. Microsoft SQL Server’s AlwaysOn Availability Groups (AGs) provide a

robust, high �availability and disaster �recovery solution that keeps your data online and your applications responsive.

Whether you’re a database administrator, a system architect, or a developer looking to deepen your knowledge of

SQL Server HA, this guide offers a detailed, step �by �step walkthrough of setting up AlwaysOn Availability Groups

from scratch. By the end, you’ll be able to deploy a resilient, multi �replica environment that meets your organization’s

uptime requirements.

What Are AlwaysOn Availability Groups?

AlwaysOn Availability Groups are a feature introduced in SQL Server 2012 that enable you to create a set of user

databases that fail over together as a single unit. Unlike traditional database mirroring, AGs support multiple

secondary replicas, automatic or manual failover, read �scale workloads, and a rich set of management and

monitoring tools. In essence, an AG is a logical grouping of databases that can be monitored and managed as one

entity.

Key Features

•  Multiple Secondary Replicas: Supports up to eight secondary replicas, each of which can be read �only.

•  Automatic Failover: Primary replica can fail over automatically to a secondary replica based on the configured 

failover mode.

•  Read �Scale: Secondary replicas can host read �only workloads, reducing the load on the primary.

•  Log Redirection: Allows transaction logs to be redirected to a secondary replica for faster recovery.

•  Transparent Data Encryption (TDE) Support: Works seamlessly with TDE for secure data at rest.

Benefits of Using AlwaysOn Availability Groups

Deploying an AG offers several tangible benefits:

•  High Availability: Reduces downtime by providing automatic failover within seconds.

•  Disaster Recovery: Replicas can be placed across geographic locations, enabling recovery from site �wide 

outages.

•  Performance Scaling: Read �only replicas can offload reporting and analytics queries.

•  Simplified Management: Centralized monitoring via SQL Server Management Studio (SSMS) or PowerShell.

•  Cost Efficiency: Leverages existing hardware and licensing, avoiding the need for dedicated failover clusters.

Prerequisites for AlwaysOn Availability Groups

Before diving into the setup, ensure your environment satisfies the following prerequisites:

1.  Operating System: Windows Server 2012 or later.

2.  SQL Server Edition: Enterprise or Standard (Standard requires a separate AlwaysOn Availability Groups 

add �on). Must be the same version across all nodes.



3.  Hardware Requirements: Sufficient CPU, memory, and disk I/O to handle the load of primary and secondary 

replicas.

4.  Network Configuration: Reliable, low �latency network links between replicas. Each replica must have a static 

IP address.

5.  Firewall Settings: Open necessary ports (TCP 5022 for AG endpoints, 1433 for default SQL Server instance, 

and any custom ports).

6.  Windows Failover Cluster: For automatic failover, a Windows Server Failover Cluster (WSFC) must be 

configured and healthy.

7.  Certificates: If using secure endpoints, ensure certificates are installed and trusted on all nodes.

8.  SQL Server Configuration: max_connections and max_dop settings should be tuned to support AG traffic.

Planning Your Availability Group Architecture

Effective planning is essential to avoid pitfalls during deployment. Consider the following aspects:

•  Replica Placement: Primary replica should host the most critical workloads. Secondary replicas can be 

colocated or geographically dispersed.

•  Sync Modes: Choose between Synchronous-Commit (ensures data is committed on both primary and 

secondary before acknowledging success) and Asynchronous-Commit (faster but risk of data loss).

•  Failover Mode: Decide between Automatic and Manual failover. Automatic is suitable for high �availability 

scenarios, while manual gives you more control.

•  Backup Strategy: Configure backup preferences to ensure backups are taken from the primary or a specific 

secondary.

•  Monitoring: Set up alerts and dashboards to track replica health, synchronization status, and failover events.

Step �by �Step Setup Tutorial

The following tutorial walks you through the entire process of creating an AlwaysOn Availability Group on a

three �node cluster (Primary, Secondary1, Secondary2). Adjust the steps accordingly for your environment.

Step 1 – Enable AlwaysOn on Each SQL Server Instance

1.  Open SQL Server Configuration Manager on each node.

2.  Navigate to SQL Server Services and right �click the SQL Server (MSSQLSERVER) instance.

3.  Select Properties, go to the AlwaysOn High Availability tab, and check Enable AlwaysOn Availability Groups.

4.  Restart the SQL Server service to apply the change.

5.  Verify the setting by running:SELECT SERVERPROPERTY('IsAlwaysOnEnabled'); The result should be 1.

Step 2 – Configure the Windows Failover Cluster

1.  On the primary node, open Server Manager and add the Failover Cluster Manager role if it isn’t already 

installed.

2.  Launch Failover Cluster Manager and create a new cluster. Add all three nodes to the cluster.

3.  Run the Validate Cluster wizard to ensure the environment meets cluster requirements.

4.  After validation, create a Cluster Shared Volume (CSV) if you plan to use CSV for AG data directories.

Step 3 – Create the Availability Group in SSMS

1.  Connect to the primary SQL Server instance using SQL Server Management Studio (SSMS).

2.  Right �click Availability Groups under the AlwaysOn High Availability node and select New Availability Group 

Wizard.

3.  Provide a meaningful name for the AG (e.g., AG_Production).

4.  Specify the databases you wish to include. Add each database and set the Backup Preferences.



5.  Define the Primary Replica (the instance you’re currently connected to).

6.  Configure the Endpoints for each replica. By default, SQL Server creates an endpoint on TCP port 5022. 

Ensure the endpoint is enabled and listening.

7.  Set Failover Mode to Automatic (or Manual if preferred).

8.  Choose Sync Mode for each replica. For high availability, set all to Synchronous �Commit with Read �Only 

Routing disabled.

9.  Review the summary and click Finish to create the AG.

Step 4 – Add Secondary Replicas

1.  On the primary node, right �click the newly created AG and select Properties.

2.  Navigate to the Replicas page and click Add.

3.  Enter the name of the secondary node (e.g., SQL-Secondary1) and the fully qualified domain name (FQDN).

4.  Set the Endpoint URL (e.g., TCP://SQL-Secondary1:5022).

5.  Choose the Sync Mode and Failover Mode for this replica.

6.  Repeat the process for the second secondary replica.

7.  Once added, the AG will begin synchronizing data. Monitor the Synchronization State in SSMS; it should 

transition from Not Synchronized to Synchronized.

Step 5 – Configure Read �Only Routing (Optional)

Read �only routing allows client applications to automatically connect to a secondary replica for read �only queries,

reducing the load on the primary.

1.  In the AG properties, go to the Read �Only Routing tab.

2.  Enable Read �Only Routing and specify the Endpoint URL for each secondary.

3.  Define the Priority and Failover Order for the replicas.

4.  Update the Connection String in your application to include ApplicationIntent=ReadOnly and the 

MultiSubnetFailover=True flags if using WSFC.

Step 6 – Verify Synchronization and Failover

1.  Open SSMS on the primary node and navigate to Availability Groups !’ AG_Production !’ Replicas.

2.  Check that all replicas show Synchronization State as Synchronized and Replica State as Primary or 

Secondary.

3.  To test failover, right �click the AG and select Failover…. Choose the secondary replica you wish to promote.

4.  Confirm the failover and verify that the previously primary replica now shows Secondary status.

5.  Run a simple query against the new primary to ensure connectivity.

Step 7 – Configure Backup Preferences

By default, backups are taken from the primary. If you prefer to backup from a secondary, adjust the preferences:

1.  Right �click the AG and select Properties.

2.  Navigate to the Backup Preferences page.

3.  Specify the Preferred Backup Replica (e.g., SQL-Secondary1).

4.  Set the Backup Priority to Low for other replicas.

5.  Apply the changes and monitor backup logs to confirm the new settings.

Step 8 – Set Up Monitoring and Alerts

Continuous monitoring ensures you’re aware of any synchronization lag, replica failures, or network issues.
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